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Software Verification

Program

Result (True/False)
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Software Verification with Witnesses
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Witness Validation

Program

Specification
i Result (True/False
Result (True/False) (True/ )

> Validate untrusted results

» Easier than full verification
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Correctness Witness 2.0
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int main(void) {
short x = nondet ();
int y = x;

while (x < 1024) {
X++;
y++;

}

assert(x == y);
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<...>
content:
— invariant :
type: "loop_.invariant"
location :
file_name: "example.c"
line: 5
column: 3
function: "main"
value: "(y ==x)"

format: "c_expression"



Violation Witness 2.0

1 int main(void) A

2 short x = nondet ();
3 int y = x + 1;

4

5 while (x < 1024) {
6 X++;

7 y++;

8 }

9

10 assert(x == y);

11 3}
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content:
— segment:
— waypoint:
type: assumption
location :
line: 3
file_name: 'example.c’
constraint :
value: "x == 1024"
— segment:
— waypoint:
type: branching
location :
line: 5
file_name: 'example.c’
constraint :
value: false
— segment:
— waypoint:
type: target
location :
line : 10
file_name: 'example.c’



Purpose of Witnesses

» Provide insights into the verification process
» Validate verification results

» Exchange information between different tools
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Provide insights into the verification!



Correctness Witnesses 2.0

» Contain a set of location and loop
invariants

> location invariant: holds for every
path through the given location

» loop invariant: holds for every path
before the loop condition is evaluated
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<...>
content:
— invariant :
type: "loop_.invariant"
location :
file_name: "example.c"
line: 5
column: 3
function: "main"
value: "(y ==x)"

format: "c_expression"



Violation Witnesses 2.0

» Contain a set of waypoints

» follow: the waypoint has to be passed
as soon as the location is entered

» avoid: the run represented by the
witness must not pass the waypoint
(“sink node”)

> target: the property violation
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content:
— segment:
— waypoint:
type: assumption
location :
line: 3
file_name: 'example.c’
constraint :
value: "x == 1024"
— segment:
— waypoint:
type: branching
location :
line: 5
file_name: 'example.c’
constraint :
value: false
— segment:
— waypoint:
type: target
location :
line: 10
file_name: 'example.c’



Violation Witnesses 2.0

Follow Waypoints

» assumption: the constraint must be
valid before executing the statement

» branching: follow the given branch at
the location

» function_enter: the function must be
entered

» function_return: the value returned by
the function
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content:
— segment:
— waypoint:
type: assumption
location :
line: 3
file_name: 'example.c’
constraint :
value: "x == 1024"
— segment:
— waypoint:
type: branching
location :
line: 5
file_name: 'example.c’
constraint :
value: false
— segment:
— waypoint:
type: target
location :
line: 10
file_name: 'example.c’



Validation!



Validation

> LIV [5]

» CPAchecker with K-Induction [1]
» MetaVal [4]

» UAUTOMIZER [7]

> ...
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Hoare Style Proof

1 int x = nondet();

2 int y = x;

3 //@ loop invariant x == y;

g thiii_(x<1024){ R=1 (NGB} ~CAl=Q
, . while

. i {P}so{R} {R} while C do B {Q} comp

7 {P}so; while C' do B{Q}

8 assert (x ==y);

Proof Obligations:
» {P}so{l} » {IANC}B{I} > {(=CATHQ}

Marian Lingsch-Rosenfeld LMU Munich, Germany 14 / 26



From Proof Obligations to Straight-Line Programs

Proof Obligations:

> {P}so{I} » {INC}B{I} > {-C ANTHQ}
(Reachability) (Inductiveness) (Safety)

Straight-Line Programs:

int x = nondet();

int x = nondet(); int y = nondet(); int x = nondet();
inty = x; , assume(x ==y && x < 1024); int y = nondet();
assert (x __ y); X+ assume(x ==y);
| y++; assert (x == y);
assert (x ==y);
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Information Exchange!



Information Exchange

» CEGAR-PT [3]

» Component Based CEGAR [2]

» Cooperation Between Automatic and Interactive Software
Verifiers [0]

> ...
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Program Transformation

1 int main() {

2 int y = nondet();
3 if (y < 100) {
4 while (y < 10000) {
5 y += 1;
6 }

7 assert(y == 10000);
8 }

9 1}

O 00O ~NOOCT S WN -

Figure: An example program.
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int main() {
int y = nondet();
if (y < 100) {

y = 10000;

assert(y == 10000);
}

Figure: An easier program to verify
producing the same result.
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CEGAR-PT
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CEGAR-PT: Example

1 int y = nondet();

2 if (y < 100) {

3 while (y < 10000)
4 y +=1;

5 assert(y == 10000);
6 } else {

7 while (y > 0)

8 y —=1;

9
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CEGAR-PT: Example
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int y = nondet(); 1
if (y < 100) { 2
3

while (y < 10000) 4

y += 1; 5

2 6

assert(y == 10000); 7

} else { 8
9

while (y > 0) 10

y -= 1; 11

12

} 13
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int y = nondet();

if (y < 100) {
// START HAVOCSTRATEGY
if (y < 10000) y = nondet();
if (y < 10000) abort();
// END HAVOCSTRATEGY
assert(y == 10000);

} else {
// START HAVOCSTRATEGY
if (y > 0) y = nondet();
if (y > 0) abort();
// END HAVOCSTRATEGY

, Germany



CEGAR-PT: Example

int y = nondet();

if (y < 100) {
// START HAVOCSTRATEGY
if (y < 10000) y = nondet();
if (y < 10000) abort();
// END HAVOCSTRATEGY
assert(y == 10000);

} else {
// START HAVOCSTRATEGY
if (y > 0) y = nondet();
if (y > 0) abort();
// END HAVOCSTRATEGY
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content:
— segment:
— waypoint:
type: branching
location :
line: 2
file_name: 'example.c’
constraint :
value: true
— segment:
— waypoint:
type: branching
location :
line: 4
file_name: 'example.c’
constraint :
value: true
— segment:
— waypoint:
type: target
location :
line: 7
file_name: 'example.c’
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CEGAR-PT: Example

int y = nondet();

if (y < 100) {
// START HAVOCSTRATEGY
if (y < 10000) y = nondet();
if (y < 10000) abort();
// END HAVOCSTRATEGY
assert(y == 10000);

} else {
// START HAVOCSTRATEGY
if (y > 0) y = nondet();
if (y > 0) abort();
// END HAVOCSTRATEGY
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content:
— segment:
— waypoint:
type: branching
location :
line: 2
file_name: 'example.c’
constraint :
value: true
— segment:
— waypoint:
type: branching
location :
line: 4
file_name: 'example.c’
constraint :
value: true
— segment:
— waypoint:
type: target
location :
line: 7
file_name: 'example.c’
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CEGAR-PT: Example

1
2
3
4
5
6
7
8

9
10
11
12
13
14
15
16
17

int y = nondet();
if (y < 100) {
// START HAVOCSTRATEGY

if (y < 10000) y = nondet();
if (y < 10000) abort();

// END HAVOCSTRATEGY =

assert(y == 10000);

} else {
// START HAVOCSTRATEGY
if (y > 0) y = nondet();
if (y > 0) abort();
// END HAVOCSTRATEGY
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int y = nondet();
if (y < 100) {
// START NAIVELOOPACCELERATION
if (y < 10000) {
y = nondet();
if (! (y < 10000)) abort();
if (y < 10000) y += 1;
if (y < 10000) abort();
}
// END NAIVELOOPACCELERATION
assert(y == 10000);
} else {
// START HAVOCSTRATEGY
if (y > 0) y = nondet();
if (y > 0) abort();
// END HAVOCSTRATEGY
}

, Germany
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Witnesses contain machine-readable data to:
Provide insights into the verification process
Increase confidence in the verification results

Allow for information exchange
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Witnesses Version 1.0
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Correctness Witnesses 1.0

int main(void) {

short x = nondet ();

int y = x;

X++;
y++;
}
10 assert(x == y);
11 3}
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5 while (x < 1024) {
6
7
38
9
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Violation Witnesses 1.0

1
1

1 int main(void) {

2 short x = nondet ();
3 int y = x + 1;

4

5 while (x < 1024) {
6 X++;

7 y++;

8 }

9

0 assert(x == y);

1 3}
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Why do we need Version 2.07



Software Verification Witnesses 1.0: Unreadable Files

1 <node id="A0">

2 <data key="entry">true</data>

3 </node>

4 <node id="A2_3_1"/>

5 <edge source="AO0" target="A2_3_1">

6 <data key="startline">4</data>

7 <data key="endline">4</data>

8 <data key="enterFunction">main</data>
9 </edge>

10 <node id="A2"/>

11 <edge source="A2_3_1" target="A2">

12 <data key="enterLoopHead">true</data>
13 <data key="startline">6</data>

14 <data key="endline">6</data>

15 <data key="endoffset">130</data>

16 </edge>
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Software Verification Witnesses 1.0: Unclear semantics

o/w
4
3, x == 1023
1 int main(void) A o/w
2 short x = nondet (); GDD
3 int y = x - 1; 5,then
4 o/w
5  while (x < 1024 &&k y < 1024) { GD:D
6 X++; 5,else
7 y++; o/w
5} O=
9 10,true
10 assert(x == y); "
11 } @
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Software Verification Witnesses 1.0: Unclear semantics

@
2
2
€

short x = nondet(); 3, x == 1023
o/w
@) (D%
int y = o — 1; | [ < 10248y < 1024] 5 then
o/w
5 o=
[z <1024 && y < 1024)] T4+ y++; 5,else
o/w
w os
assert(z ==y); 10,true

@

=l

()
N
g
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Software Verification Witnesses 1.0: Unclear semantics

—>

short x = nondet()

inty=x2-1; T4+ y++

(x < 1024)]
[z < 1024

\/G)>/y< 1024

assert x == y < 1024
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3, x == 1023
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